What is database security?
Database security refers to the range of tools, controls and measures designed to establish and preserve database confidentiality, integrity and availability. Confidentiality is the element that’s compromised in most data breaches.
Database security in DBMS is a technique for protecting and securing a database from intentional or accidental threats. Security considerations will apply not only to the data stored in an organization's database: a breach of security may impact other aspects of the system, which may ultimately affect the database structure. As a result, database security encompasses hardware parts, software parts, human resources, and data.
To use the security efficiently, appropriate controls are required, which are separated into a specific goal and purpose for the system. The demand for effective security, which was frequently neglected or overlooked in the past, is now being rigorously verified by many businesses.
We consider database security in the following scenarios:
· Theft and fraudulent.
· Loss of Data privacy.
· Loss of Data integrity.
· Loss of confidentiality or secrecy
· Loss of availability of data.
These above-stated conditions generally represent the areas where the organization should focus on lowering the risk, which is the possibility of data loss or destruction within a database. Since all of the data inside an organization is interrelated, an activity that results in a loss in one area may also lead to a loss in another.
Database security must address and protect the following: (can merge with above point)
· The data in the database.
· The database management system (DBMS).
· Any associated applications.
· The physical database server or the virtual database server and the underlying hardware.
· The computing or network infrastructure that is used to access the database.
Database security is a complex and challenging endeavor that involves all aspects of information security technologies and practices. It’s also naturally at odds with database usability. The more accessible and usable the database, the more vulnerable it is to security threats; the more invulnerable the database is to threats, the more difficult it is to access and use.




Why is it important?
By definition, a data breach is a failure to maintain the confidentiality of data in a database. How much harm a data breach inflicts on your enterprise depends on various consequences or factors:
· Compromised intellectual property: Your intellectual property—trade secrets, inventions, proprietary practices—can be critical to your ability to maintain a competitive advantage in your market. If that intellectual property is stolen or exposed, your competitive advantage can be difficult or impossible to maintain or recover.

· Damage to brand reputation: Customers or partners might be unwilling to buy your products or services (or do business with your company) if they don’t feel they can trust you to protect your data or theirs.

· Business continuity (or lack thereof): Some businesses cannot continue to operate until a breach is resolved.

· Fines or penalties for noncompliance: The financial impact for failing to comply with global regulations such as the Sarbannes-Oxley Act (SAO) or Payment Card Industry Data Security Standard (PCI DSS), industry-specific data privacy regulations such as HIPAA, or regional data privacy regulations, such as Europe’s General Data Protection Regulation (GDPR) can be devastating, with fines in the worst cases exceeding several million dollars per violation.

· Costs of repairing breaches and notifying customers: In addition to the cost of communicating a breach to customer, a breached organization must pay for forensic and investigative activities, crisis management, triage, repair of the affected systems and more.



Common threats and challenges
Many software misconfigurations, vulnerabilities or patterns of carelessness or misuse can result in breaches. The following are among the most c
Common types or causes of database security attacks.
Insider threats
An insider threat is a security threat from any one of three sources with privileged access to the database:
· A malicious insider who intends to do harm.
· A negligent insider who makes errors that make the database vulnerable to attack.
· An infiltrator, an outsider who somehow obtains credentials via a scheme, such as phishing (means the fraudulent practice of sending emails or other messages purporting to be from reputable companies in order to induce individuals to reveal personal information, such as passwords and credit card numbers.) or by gaining access to the credential database itself.
Insider threats are among the most common causes of database security breaches and are often the result of allowing too many employees to hold privileged user access credentials.
Human error
Accidents, weak passwords, password sharing and other unwise or uninformed user behaviors continue to be the cause of nearly half (49%) of all reported data breaches.
Exploitation of database software vulnerabilities
Hackers make their living by finding and targeting vulnerabilities in all kinds of software, including database management software. All major commercial database software vendors and open source database management platforms issue regular security patches to address these vulnerabilities, but failure to apply these patches in a timely fashion can increase your exposure.
SQL or NoSQL injection attacks
A database-specific threat, these involve the insertion of arbitrary SQL or non-SQL attack strings into database queries that are served by web applications or HTTP headers. Organizations that don’t follow secure web application coding practices and perform regular vulnerability testing are open to these attacks.
Buffer overflow exploitation
Buffer overflow occurs when a process attempts to write more data to a fixed-length block of memory than it is allowed to hold. Attackers can use the excess data, which is stored in adjacent memory addresses, as a foundation from which to start attacks.
Malware
Malware is software that is written specifically to take advantage of vulnerabilities or otherwise cause damage to the database. Malware can arrive via any endpoint device connecting to the database’s network.
Attacks on backups
Organizations that fail to protect backup data with the same stringent controls that are used to protect the database itself can be vulnerable to attacks on backups.
These threats are exacerbated by the following:
· Growing data volumes: Data capture, storage and processing continues to grow exponentially across nearly all organizations. Any data security tools or practices need to be highly scalable to meet near and distant future needs.

· Infrastructure sprawl: Network environments are becoming increasingly complex, particularly as businesses move workloads to multicloud or hybrid cloud architectures, making the choice, deployment and management of security solutions ever more challenging.

· Increasingly stringent regulatory requirements: The worldwide regulatory compliance landscape continues to grow in complexity, making adhering to all mandates more difficult.

Denial-of-service (DoS) attacks
In a denial of service (DoS) attack, the attacker deluges the target server—in this case the database server—with so many requests that the server can no longer fulfill legitimate requests from actual users, and, often, the server becomes unstable or crashes.
In a distributed denial-of-service attack (DDoS), the deluge comes from multiple servers, making it more difficult to stop the attack.
Best practices
Because databases are network-accessible, any security threat to any component within or portion of the network infrastructure is also a threat to the database, and any attack impacting a user’s device or workstation can threaten the database. Thus, database security must extend far beyond the confines of the database alone.
When evaluating database security in your environment to decide on your team’s top priorities, consider each of the following areas:
· Physical security: Whether your database server is on-premises or in a cloud data center, it must be located within a secure, climate-controlled environment. If your database server is in a cloud data center, your cloud provider takes care of this for you.

· Administrative and network access controls: The practical minimum number of users should have access to the database, and their permissions should be restricted to the minimum levels necessary for them to do their jobs. Likewise, network access should be limited to the minimum level of permissions necessary.

· User account and device security: Always be aware of who is accessing the database and when and how the data is being used. Data monitoring solutions can alert you if data activities are unusual or appear risky. All user devices connecting to the network housing the database should be physically secure (in the hands of the right user only) and subject to security controls at all times.

· Encryption: All data, including data in the database and credential data, should be protected with best-in-class encryption while at rest and in transit. All encryption keys should be handled in accordance with best practice guidelines.

· Database software security: Always use the latest version of your database management software, and apply all patches when they are issued.

· Application and web server security: Any application or web server that interacts with the database can be a channel for attack and should be subject to ongoing security testing and best practice management.

· Backup security: All backups, copies or images of the database must be subject to the same (or equally stringent) security controls as the database itself.

· Auditing: Record all logins to the database server and operating system, and log all operations that are performed on sensitive data as well. Database security standard audits should be performed regularly.
Controls and policies
In addition to implementing layered security controls across your entire network environment, database security requires you to establish the correct controls and policies for access to the database itself. These include:
· Administrative controls to govern installation, change and configuration management for the database.

· Preventive controls to govern access, encryption, tokenization and masking.

· Detective controls to monitor database activity monitoring and data loss prevention tools. These solutions make it possible to identify and alert on anomalous or suspicious activities.
Database security policies should be integrated with and support your overall business goals, such as protection of critical intellectual property and your cybersecurity policies and cloud security policies. Ensure that you have designated responsibility for maintaining and auditing security controls within your organization and that your policies complement those of your cloud provider in shared responsibility agreements. Security controls, security awareness training and education programs, and penetration testing and vulnerability assessment strategies should all be established in support of your formal security policies.
Data protection tools and platforms
Today, a wide array of vendors offer data protection tools and platforms. A full-scale solution should include all of the following capabilities:
· Discovery: Look for a tool that can scan for and classify vulnerabilities across all your databases—whether they’re hosted in the cloud or on-premises—and offer recommendations for remediating any vulnerabilities that are identified. Discovery capabilities are often required to conform to regulatory compliance mandates.

· Data activity monitoring: The solution should be able to monitor and audit all data activities across all databases, regardless of whether your deployment is on-premises, in the cloud, or in a container. It should alert you to suspicious activities in real-time so that you can respond to threats more quickly. You’ll also want a solution that can enforce rules, policies and separation of duties and that offers visibility into the status of your data through a comprehensive and unified user interface. Make sure that any solution you choose can generate the reports you need to meet compliance requirements.

· Encryption and tokenization capabilities: Upon a breach, encryption offers a final line of defense against compromise. Any tool that you choose should include flexible encryption capabilities that can safeguard data in on-premises, cloud, hybrid or multicloud environments. Look for a tool with file, volume and application encryption capabilities that conform to your industry’s compliance requirements, which might demand tokenization (data masking) or advanced security key management capabilities.

· Data security optimization and risk analysis: A tool that can generate contextual insights by combining data security information with advanced analytics will enable you to accomplish optimization, risk analysis and reporting with ease. Choose a solution that can retain and synthesize large quantities of historical and recent data about the status and security of your databases, and look for one that offers data exploration, auditing and reporting capabilities through a comprehensive but user-friendly self-service dashboard.
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Control Measures for the Security of Data in Databases
The following are the key control measures used to ensure data security in databases:
Authentication
· Authentication is the process of confirming whether a user logs in only with the rights granted to him to undertake database operations. A certain user can only log in up to his privilege level, but he cannot access any other sensitive data.
· The ability to access sensitive data is restricted by the use of authentication. For example, a mobile phone performs authentication by requesting a PIN, fingerprint, or by face recognition. Similarly, a computer verifies a username by requesting the appropriate password.
· However, in the context of databases, authentication takes on a new dimension because it can occur at multiple levels. It can be done by the database itself, or the configuration can be adjusted to allow the operating system or another external means to authenticate users.
· For example, when creating a database in Microsoft's SQL Server a user must specify whether to use database authentication, operating system authentication, or both (the so-called mixed-mode authentication). Other databases that prioritize security use near-foolproof authentication methods such as fingerprint recognition and retinal scanning.
· By using various authentication technologies such as biometrics for retina and fingerprints, you can protect your data from unauthorized/malicious users.
Access Control
· Database access control is a means of restricting access to sensitive company data to only those people (database users) who are authorized to access such data and permitting access to unauthorized persons. It is a key security concept that reduces risk to the business or organization.
· Physical and logical access control are the two types of access control. Access to campuses, buildings, rooms, and physical IT assets is restricted through physical access control. Connections to computer networks, system files, and data are restricted through logical access control.
· To safeguard a facility, corporations use electronic access control systems to track employee access to restricted company locations and private regions, such as data centers, using user credentials, access card readers, auditing, and reports. Some of these systems include access control panels to restrict access to rooms and buildings, as well as alarms and lockdown features to prevent unauthorized access or operations.
· Logical access control systems execute user and entity identification, authentication, and authorization by evaluating needed login credentials, which can include passwords, personal identification numbers, biometric scans, security tokens, or other authentication factors. Multifactor authentication (MFA), which needs two or more authentication factors, is frequently used as part of a layered defense to safeguard access control systems.
· The most well-known Database Access Control examples are:
· Discretionary Access Control (DAC)
· Mandatory Access Control (MAC)
· Role-Based Access Control (RBAC)
· Attribute-Based Access Control (ABAC)
Inference Control
· Inference control in databases, also known as Statistical Disclosure Control (SDC), is a discipline that aims to secure data so that it can be published without disclosing sensitive information associated with specific individuals among those to whom the data corresponds.
· It prevents the user from completing any inference channel. This strategy prevents sensitive information from indirect disclosure. There are two kinds of inferences: identity disclosure and attribute disclosure.
· SDC is used to protect the privacy of respondents in fields such as government statistics, health statistics, e-commerce (sharing of customer data), etc. Since data modification ultimately implies data protection, SDC aims to achieve protection with the minimum amount of accuracy loss for database users.
Flow Control
· Distributed systems involve a large amount of data flow from one site to another as well as within a site. Flow control prohibits data from being transferred in such a way that unauthorized agents cannot access it.
· A flow policy specifies the channels through which data can flow. It also defines security classes for data as well as transactions. Convert channels are the pathways for information to flow implicitly in ways that violate a company's privacy policy.
Database Security Applying Statistical Method
· Statistical database security focuses on the protection of sensitive individual values stored in so-called statistical databases and used for statistical purposes, as well as retrieving summaries of values based on categories. They do not allow the retrieval of individual information.
· Examples include patient records utilized by medical researchers and extensive phone call records statistically examined by phone companies to improve their services.
· It provides access to the database to obtain statistical information about the number of employees in the company but not to obtain detailed confidential/personal information about a specific individual employee.
· The techniques used to prevent statistical database compromise are classified into two types: noise addition, in which all data and/or statistics are available but are only approximate rather than exact, and restriction, in which the system only delivers statistics and/or data that are deemed safe.
Encryption
· Data encryption protects data confidentiality by converting it to encoded information known as ciphertext, which can only be decoded with a unique decryption key generated either during or before encryption.
· Data encryption can be used during data storage or transfer, and it is usually used in conjunction with authentication services to ensure that keys are only given to or used by authorized users.
· Data is more accessible and desirable to attackers than ever before, increasing the need for security. Additionally, many firms must comply with data protection regulations, many of which specifically require the use of encryption.
· Aside from the clear advantages of enhanced security, privacy protection, and the avoidance of illegal access, encryption also helps to assure data integrity. Encryption protects content against unauthorized change and can be used to validate the origin and authenticity of data.
Data Protection Tools and Platforms
Several companies now offer data protection platforms and tools. A comprehensive approach should include the following features:
· Discovery: The ability to discover is often required to meet regulatory compliance requirements. Look for a solution that can discover and classify vulnerabilities in our databases, whether they're in the cloud or on-premises. It will also offer recommendations to address any discovered vulnerabilities.
· Data Activity Monitoring: The solution should be capable of monitoring and analyzing all data activity in all databases, regardless of whether our application is on-premises, in the cloud, or inside a container. It will notify us of suspicious activities in real-time, allowing us to respond to threats more rapidly. It also provides visibility into the current state of our data via an integrated and comprehensive user interface. It is also important to select a system that enforces regulations, procedures, and the division of roles. Be sure that the solution we select can generate the reports we require to comply with the rules.
· Data Tokenization and Encryption: In the case of an incident, encryption serves as an additional line of protection against any breach. Any software we deploy must be capable of protecting data in the cloud, on-premises hybrid, or multi-cloud environments. Find a tool that has volume, file, and application encryption features that meet our company's compliance requirements. Tokenization (data concealment) or advanced key management of security keys may be required.
· Data Security and Risk Analysis Optimization: An application that provides contextual insights by combining security data with advanced analytics will allow the user to perform optimizing, risk assessment, and reporting a breeze. Select a technology that can store and combine vast amounts of recent and historical data regarding the security and health of your databases. Also, choose a solution that allows for data analysis, auditing, and reporting capabilities via a comprehensive but user-friendly self-service interface.
Conclusion
· Database security is the protection of a database against both intentional and unintentional threats, which might be computer-based or non-computer-based.
· As the volume of data kept in business databases expands and individuals rely increasingly on corporate data for decision-making, customer service management, supply chain management, and other purposes, there is a higher emphasis on database security than in the past.
· Database security is the responsibility of the entire organization because all individuals rely on the data stored in the organization's database.
· Any loss or unavailability of corporate data will cripple today's organization and hurt its performance. Now, even a few minutes of database downtime can result in significant costs for the organization and people's performance.
· Therefore, database security involves the hardware, software, infrastructure, employees, and data of the organization.
Database Security in DBMS - Scaler Topics
How Can You Secure Your Database Server?
A database server is a physical or virtual machine running the database. Securing a database server, also known as “hardening”, is a process that includes physical security, network security, and secure operating system configuration.
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Ensure Physical Database Security
Refrain from sharing a server for web applications and database applications, if your database contains sensitive data. Although it could be cheaper, and easier, to host your site and database together on a hosting provider, you are placing the security of your data in someone else’s hands.
If you do rely on a web hosting service to manage your database, you should ensure that it is a company with a strong security track record. It is best to stay clear of free hosting services due to the possible lack of security.
If you manage your database in an on-premise data center, keep in mind that your data center is also prone to attacks from outsiders or insider threats. Ensure you have physical security measures, including locks, cameras, and security personnel in your physical facility. Any access to physical servers must be logged and only granted to authorized individuals.
In addition, do not leave database backups in locations that are publicly accessible, such as temporary partitions, web folders, or unsecured cloud storage buckets.
Lock Down Accounts and Privileges
Let’s consider the Oracle database server. After the database is installed, the Oracle database configuration assistant (DBCA) automatically expires and locks most of the default database user accounts.
If you install an Oracle database manually, this doesn’t happen and default privileged accounts won’t be expired or locked. Their password stays the same as their username, by default. An attacker will try to use these credentials first to connect to the database.
It is critical to ensure that every privileged account on a database server is configured with a strong, unique password. If accounts are not needed, they should be expired and locked.
For the remaining accounts, access has to be limited to the absolute minimum required. Each account should only have access to the tables and operations (for example, SELECT or INSERT) required by the user. Avoid creating user accounts with access to every table in the database.
Regularly Patch Database servers
Ensure that patches remain current. Effective database patch management is a crucial security practice because attackers are actively seeking out new security flaws in databases, and new viruses and malware appear on a daily basis.
A timely deployment of up-to-date versions of database service packs, critical security hotfixes, and cumulative updates will improve the stability of database performance.
Disable Public Network Access
Organizations store their applications in databases. In most real-world scenarios, the end-user doesn’t require direct access to the database. Thus, you should block all public network access to database servers unless you are a hosting provider. Ideally, an organization should set up gateway servers (VPN or SSH tunnels) for remote administrators.
Encrypt All Files and Backups
Irrespective of how solid your defenses are, there is always a possibility that a hacker may infiltrate your system. Yet, attackers are not the only threat to the security of your database. Your employees may also pose a risk to your business. There is always the possibility that a malicious or careless insider will gain access to a file they don’t have permission to access.
Encrypting your data makes it unreadable to both attackers and employees. Without an encryption key, they cannot access it, this provides a last line of defense against unwelcome intrusions. Encrypt all-important application files, data files, and backups so that unauthorized users cannot read your critical data.
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Role Based Access Control
• It is based on the concept that privileges and other permissions are associated with A organizational roles, rather than individual users. Individual users are then assigned to appropriate roles.
• For example, an accountant in a company will be assigned to the Accountant role, gaining access to all the resources permitted for all accountants on the system. Similarly, a software engineer might be assigned to the Developer role.
• In an RBAC system, the roles are centrally managed by the administrator. The administrators determine what roles exist within their companies and then map these roles to job functions and tasks.
• Roles can effectively be implemented using security groups. The security groups are created representing each role. Then permissions and rights are assigned to these groups. Next, simply add the appropriate users to the appropriate security groups, depending on their roles or job functions.
• A user can have more than one role. And more than one user can have the same role.
• Role hierarchies can be used to match natural relations between roles. For example - A lecturer can create a role student and give it a privilege "read course material".
• Role Based Access Control (RBAC), also known as non discretionary access control.
• RBAC security strategy is widely used by most organizations for deployment of commercial and off-the-shelf products.
Advantages:
(1) The security is more easily maintained by limiting unnecessary access to sensitive information based on each user's established role within the organization.
(2) All the roles can be aligned with the organizational structure of the business and users can do their jobs more efficiently and autonomously.
Disadvantages:
(1) It is necessary to understand each user's functionality in depth so that roles can be properly assigned.
(2) If roles are not assigned properly then inappropriate access right creates security severe problems for database system.
Access Control Based on Privileges or Discretionary Access Control
• Discretionary Access Control (DAC) is a access control mechanism based on privileges.
• Types of discretionary privileges: The DBMS must provide selective access to each relation in the database on specific accounts. This selective access is known as privileges. There are two levels for assigning privileges for using Database systems and these are -
   • The account level: At this level, the DBA specifies the particular privileges that each account holds independently of the relations in the database.
   • Relation(or table) level: At this level, the DBA can control the privilege to access each individual relation or view in the database.
• For granting the privileges, the access control mechanism follows an authorizationof (a model for discretionary privileges known as the access matrix model.
• The access matrix is a table with rows and columns. It defines the access permissions.
   • The rows of a matrix M represent subjects (users, accounts, programs)
   • The columns represent objects (relations, records, columns, views, operations).
   • Each position M(i, j) in the matrix represents the types of privileges (read, write, esdstab update) that subject i holds on object j.
   • For example -
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• Discretionary Access Control allows each user or subject to control access to their own data.
• In DAC, owner of resource restricts access to the resources based on the identity of users.
• DAC is typically the default access control mechanism for most desktop operating doy systems.
• Each resource object on DAC based system has Account Control List (ACL) associated with it.
• An ACL contains a list of users and groups to which the user has permitted access together with the level of access for each user or group.
• For example - The ACL is an object centered description of access rights as follows-
test1.doc: {Prajka: read}
test2.exe: {Ankita: execute}, {Prajkta: execute}
test3.com: (Ankita: execute, read}, {Prajkta: execute, read, write}
• Object access is determined during Access Control List (ACL) authorization and based on user identification and/or group membership.
• Under DAC a user can only set access permissions for resources which they already own.
• Similarly a hypothetical user A cannot change the access control for a file that is owned by user B. User A can, however, set access permissions on a file that he/she Jono owns.
• User may transfer object ownership to another user(s).
• User may determine the access type of other users.
• The DAC is easy to implement access control model.
Advantages:
(1) It is flexible.
(2) It has simple and efficient access right management.
(3) It is scalable. That means we can add more users without any complexity.
Disadvantages:
(1) It increases the risk that data will be made accessible to users that should not necessarily be given access.
(2) There is no control over information flow as one user can transfer ownership to another user.
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Fig. 5.7.1 : Access matrix model





