/3.9 passwd: CHANGING YOUR PASSWORD

-
The remaining commands in this chapter relate to our UNIX system, and we'll first take up the
command that changes the user’s password. In Chapter 1, you have seen how keying in a wrong
password prevents you from accessing the system. If your account doesn’t have a password or has
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one that is already

known to o ith th
the ou d .. ) T
passwd command: £,y shoul Changc it immediately. This is done with the

$ passwd

EaESWd: Qhanging password for kumar

nter lbgin Password: *xkxxks A,-/;foroldpassword
« New password: ##rkxra ' ¢
Re-enter new password: **tsxxx

passwd (SYSTEM): passwd successfully changed for kumar .

(passwd (note the spelling) expects you to respond three times. First, it prompts for the old password,
have, it then prompts for the

Next, it checks whether you have entered a valid password, a nd if you .

new password. Enter the new password using the password naming rules applicable to your system,

Finally, passwd asks you to reenter the new password. If everything gocs smoothly, the new password

ts registered by the systcm)

When you enter a password, the string is encrypted by the system. ERGIERAT generd o ° Siring of
ly uses to determine the authenticity of 5

seemingly random characters that UNIX subsequent : i )
adow in the /etc directory. Even if a user s

password. This encryption is stored in a file named sh : =t
work backwards and derive the original password

able to see the encryption in the file, she can’t
string from the encryption.

Note: This is the first time you have changed the state of the systerm; you have ir}directly modified a file
(shadow) that is otherwise not available to you for direct editing. There's a special feature of UNIX that
allows you to do that, and we'll be examining it at the end of Part | of this text.

_-£3.9.1 Password Framing Rules and Discipline

figured, many systems conduct certain checks on the string

/Depending on the way they are con '
that you enter as password. There is often a minimum length of the string. Many systems 1nsiston

using a mix of letters with numerals. They may either disallow you from framing casy-to-remember
passwords or advise you against choosing a bad password. The following messages are quitt

commaon:

passwd(SYSTEM): Password too short - must be at least 6 characters.

passwd (SYSTEM) : Passwords must differ by at least 3 positions.
passwd(SYSTEM): The first 6 characters of the password must contain at least
two alphabetic characters and at Teast one numeric or special character.
BAD PASSWORD: it is based on a dictionary word.

BAD PASSWORD: is too similar to the old one.

passwd(SYSTEM): Too many failures - try later.

These messages suggest that you are not able to choose any password you like. These are oM .

the rules that you are expected to follow when handling your own password:
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| so forth. A
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y . .
\/ Don’t use CO{nm.only use('i names like names of friends, relatives, pets and s0
may check with its own dictionary and throw out those passwords that are casily &

CamScanner
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\/Usc amix of alphabetic or numeric characters. Enterprisc UNIX systems won’t allow passwords
that are wholly alphabetic or numeric.
\.* Don’t write down the password in an casily accessible document.
* Change the password regularly, _
=

You must remember your password, but if you still forget it, rush to your system administrator.
You'll learn later of the terrible conscequences that you may have to face if people with mischievous
intent somchow come to know what your password is. The command also behaves differently

when used by the system administrator; it doesn’t ask for the old password. The passwd command
1s revisited in Chapter 15.



