IPv6 uses 128 binary bits to create a single unique address on the network. An IPv6 address is
expressed by eight groups of hexadecimal (base-16) numbers separated by colons. Groups of

numbers that contain all zeros are often omitted to save space, leaving a colon separator to
mark the gap.

An IPv6 address (iIn hexadecimal)

2001:0DB8:AC10:FE01:0000:0000:0000:0000
4 4 4 \ A |

|
2001:0DB8:AC10:FEQ1:: Zeroes can be omitted

Y ONTN

0010000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000



IP version 6 Header Format :

Priority/

Version | Traffic Class Flow Label
4-bits 8-bits

Payload Length 16-bits Next Header Hop Limit
8-bits 8-bits

A

Source Address ;.54

Fixed Header

Destination Address ,,g,...

Extension headers 1

Version (4-bits) : Indicates version of
Internet Protocol which contains bit

sequence 0110.



Traffic Class (8-bits) : The Traffic Class
field indicates class or priority of IPv6
packet which is similar to Service Field in
[Pv/ packet. It helps routers to handle
the traffic based on priority of the packet.
[f congestion occurs on router then
packets with least priority will be
discarded.

As of now only 4-bits are being used (and
remaining bits are under research), in
which 0 to 7 are assigned to Congestion
controlled traffic and 8 to 15 are assigned

to Uncontrolled traffic.



Priority assignment of Congestion

controlled traffic :

Priority Meaning

0 [Nospedfictrafic
Background data

Unattended data traffic
3 [Resves

& [ Attended buk dstatiafic
S [Reseves
& [mteactvetafie




Uncontrolled data traffic is mainly used
for Audio/Video data. So we give higher
priority to Uncontrolled data traffic.
Source node is allowed to set the
priorities but on the way routers can
change it. Therefore, destination should
not expect same priority which was set

by source node.



Flow Label (20-bits) : Flow Label field is
used by source to label the packets
belonging to the same tlow in order to
request special handling by intermediate
[Pv6 routers, such as non-default quality
of service or real time service. In order to
distinguish the flow, intermediate router
can use source address, destination
address and flow label of the packets.
Between a source and destination
multiple flows may exist because many
processes might be running at the same
time. Routers or Host that do not support
the functionality of flow label field and
for default router handling, flow label
field is set to 0. While setting up the flow

label, source is also supposed to specity
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Payload Length (16-bits) : It isa 16-bit
(unsigned integer) field, indicates total
size of the payload which tells routers
about amount of information a particular
packet contains in its payload. Payload
Length field includes extension
headers(if any) and upper layer packet. In
case length of payload is greater than
65,535 bytes (pavload up to 65,535 bytes
can be indicated with 16-bits), then the
payload length field will be set to 0 and
jumbo payload option is used in the Hop-

by-Hop options extension header.



Next Header (8-bits) : Next Header
indicates type of extension header(if
present) immediately following the IPv6
header. Whereas In some cases it
indicates the protocols contained within

upper-layer packet, such as TCP, UDP.

Hop Limit (8-bits) : Hop Limit field is
same as TTL in IPv/ packets. It indicates
the maximum number of intermediate
nodes IPv6 packet is allowed to travel. Its
value gets decremented by one, by each
node that forwards the packet and packet
is discarded if value decrements to 0.
This is used to discard the packets that
are stuck in infinite loop because of some

routing error.



Source Address (128-bits) : Source
Address is 128-bit IPv6 address of the

original source of the packet.

Destination Address (128-bits) :
Destination Address field indicates the
[Pv6 address of the final destination(in
most cases). All the intermediate nodes
can use this information in order to

correctly route the packet.



Extension Headers

In IPv6, the Fixed Header contains only
that much information which s
necessary, avoiding those information
which is either not required or is rarely
used. All such information is put between
the Fixed Header and the Upper layer
header in the form of Extension Headers.
Each Extension Header is identified by a
distinct value.

When Extension Headers are used, IPv6
Fixed Header's Next Header field points
to the first Extension Header. If there is
one more Extension Header, then the first
Extension Header's ‘Next-Header field
points to the second one, and so on. The
last Extension Header's ‘Next-Header
fleld points to the Upper Layer Header.
Thus, all the headers points to the next
one in a linked list manner.



Next Header
T
Hop-by-Hop Options header 0 read by all devices in transit network

Description

Extension Header

contains methods to support making

Routing header 43 , e
routing decision

contains parameters of datagram

Fragment header 44 fragmentatinn

Destination Options header 60 read by destination devices
51

Authentication header information regarding authenticity

Encapsulating Security

Payload header 50 encryption information

The sequence of Extension Headers
should be:

IPv6 header
Hop-by-Hop Options header

Destination Options header?
Routing header

Fragment header
Authentication header
Encapsulatmg Security Payload header

Destination Options header?
Upper-layer header

These headers:

2 1. should be processed by First
and subsequent destinations.

3 2. should be processed by Final
Destination.



Extension Header and this first extension
header points to the second extension

header and so on.

IP vb Header Extension Header 1 Extension Header 2 Extension Header n
Upper Layer Data

Next Header Next Header Next Header MNext Header
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