IP addresses :
Anl]?add:ﬁsisanumberidenﬂfyingufucunpmuormherdwmuyﬂuh}tm

IP addresses uniquely identify the source and destination of data transmitted with the Internet
Protocol,

IPvd addresses
IPv4 addresses are 32 bits long (four bytes).

With an IPv4 [P address, there are five classes of available IP ranges: Class A, Class B, Class
C, Class D and Class E, while only A, B, and C are commonly used.

Every IPv4 address is broken down into four octets (which is another name for bytes), and
translated into binary to represent the actual IP address.

An ip address is divided into two parts:

o Network ID: It represents the number of networks,
o Host ID: It represents the number of hosts.

i Bytel | Byte 2 : Byte 3 : Byte 4 .

Class D

Class E

Class A

In Class A, an IP address is assigned to those networks that contain a large number of hosts,

o The network ID is 8 bits long.
o The host ID is 24 bits long.

In Class A, the first bit in higher arder bits

ufth:ﬁrstncmisnjwny:utmunndlhu
remaining 7 bits determine the network 1D, Th

¢ 24 bits determine the host ID in any network.

The wtal number of networks in Class A = 27 = |28 network address

The total number of hosts in Class A - 2% .2 = 16,777,214 host address



7 bit 24 bit

In Class B, an IP address is assigned (o those networks that range from small-sized to large-
sized networks,

Class B

o The Network ID is 16 bits long.
o The Host TD is 16 bits long,

In Class B, the higher order bits of the first octet are always set to 10, and the remaining 14
bits determine the network ID. The other 16 bits determine the Host 1D,

The total number of networks in Class B = 2" = 16384 network address
The total number of hosts in Class B = 2'® - 2 = 65534 host address

14 bits 16 bits

In Class C, an IP address is assigned to only small-sized networks.

Class C

o The Network 1D is 24 bits long.
o The host ID is 8 bits long.

In Class C, the higher order bits of the first octet are always set to 110, and the remaining 21
bits determine the network ID. The 8 bits of the host ID determine the host in a network.

The total number of networks = 22! = 2097152 network address

The total number of hosts = 2 - 2 = 254 host address

21 bits 8 bits

Class D



In Class D, an IP address is reserved for multicast addresses. It does not possess subnetting.
The higher order bits of the first octet are always set to 1110, and the remaining bits
determine the host ID in any network.

28 bits

Class E

In Class E, an IP address is used for the future use or for the research and development
purposes. It does not possess any subnetting. The higher order bits of the first octet are
always set to 1111, and the remaining bits determine the host ID in any network.

28 bits




SUMMARY of IPv4 addresses in the form of TABLE:

= =
. hrwra] NET ID JHOST ID NO. OF ADDRESSES PER | . :
CLASS ["ams | Brrs | Bits | ~erworks | serwork  [START ADDRESS| END ADDRESS
7 24
CLASST 8 24 2 (128) |2 (16,777.216) 0.0.0.0 127.255.255.255

( 65,536 ) 128.0.0.0

192.0.0.0

NOT NOT NOT NOT -
DEFINED| DEFINED|] DEFINED DEFINED 224.0.0.0

NOT NOT NOT NOT
.
DEFINEDIDEFINEDl DEFINED DEFINED 240.0.0.0




An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
\ 4 \ 4 \ 4 \ 4

10101100.00010000.11111110.00000001

| J 1 I

| I
lOne byte=Eight bits

|
Thirty-two bits (4 x 8), or 4 bytes



IPv4 Datagram Header
Size of the header is 20 to 60 bytes.

Null bit = Don't fragment

—More fragment
Version HLEN | Type of Service Total Length S'IbIt; ; ‘hy? =
4 bits 4 bits 8 bits 16 bits
Identification 0 ('DF ['DF Fragment Offset 4 bytes
16 bits 1 bits | 1 bits | 1 bits 13 bits
Time to Leave Protocol Header Checksum 4bytes - 20 bytes b Maximum Header = 60 bytes
8 bits 8 bits 16 bits Minimum Header =208
Source IP 4 bytes
32 bits
Destination IP
32 hits -.;h-yfe-s- O —
Option
0 to 40 bytes
( DATA DATA = 20 bytes to 65,536 bytes
32 bits
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4.11. INTERNET PROTOCOL (lP),H C,G\,\V\C:_C"&l/m\,%u, Sem. Exam. (ECE), 05) (10 marks) |

This is a host to host network layer delivery protocol designed for the internet. IP is ,

connectionless datagram protocol with no guarantee of reliability. It is an unreliable protocg]
because it does not provide any error control or flow control. IP can only detect the error ang

discards the packet which is corrupted. If IP is to be made more reliable, then it must be paireq

with a reliable protocol such as TCP at the transport layer. Each IP datagram is handled |
independently and each one can follow a different route to the destination. So thereisa |
possibility of receiving out of order packets at the destination. Some packets may even belost |

or corrupted. IP relies on a higher-level protocol to take care of all thf:ée/ problems |

x
i_
\
l

4.11.1. Datagram [ gl
Packets in IP layer are called datagrams. Figure 4.23 shows the IP datagram format. A
datagram is a variable length packet with two parts namely the header and data. The header

is 20 to 60 bytes in length. It contains the information essential for routing and dehvery The

other part of the datagram is the data field which is of variable length. }/ M@



YAIT fack@? Sl ypule {OLQM I LHhA & @
g TCP/IP ) 217
/ DS QTSRS
Header Data
2060
bytes
s
20 to 65536 bytes
Fig.4.23 |pP datagram format
4.11.2. Structure of IP Frame Header
The IP frame header contains Lguting information and control information associated with
datagram delivery. The IP header structure has been shown in figure 4.24.
s
4 8 Focckh ) 16 32 bits
VERY| HLENY| DS. type of service? Total length 16 bits
|dentification 16 bits Flags 3 bits Fragmentation
e - offset (13 bits)
Time to live Protocol R Header checksum (16 bits) |

Source IP address 2> 2
Destination iP address % &)

Option + Paddin . ]
ptio 9 by Conpakr
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various field in the IP header are as follows - € e
1 VER (version)
This field defines the version of IP. Current version of IP is v4 and the latest@rsion of IP

is IPv6. It is a four bit long field. (:_Q[Q_Q_i BLJL -(VQ"(’W
%U‘hl“’( (AP

yi—LEN (Header length)
This field defines the length of the datagram header in 4-byte word. Its|value must be

multiplied by 4 to give the length in bytes. : C \
3. Differential Services (DS) (ocle [Ourds | Pt le ]D ) TIRG/ O C‘Aif “
This field defines the class of the datagram for quality of servicd putpose.

Networks may offer service , meaning that they accept

precedence at times of load. There is a three way trade off betweernf low M, highreliability

and throughput. ~a g Gk A=usged 201 {1

4. Total Length \
\ & :
This field defines the total length of the IP datagram. The total length includes the length

of header as well as the data field.
The field length of this field is 15 bits so the total length of the IP datagram is restricted to

(216-1) = 65535 gytes of which 20 to 60 bytes are the header and the remaining are data. The
field allows the length of a datagram to be upto 65, 535 bytes, although such long datagrams
are impractical for most hosts and networks. All hosts must be prepared to accept datagram of
upto 576 bytes, regardless of whether they arrive whole or in fragments. It is recommended

that hosts g’end datagram larger then 576 bytes only if the destination is prepared to accept

larger datagram.
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5. Identification, Flag and Offset i& - Uﬁ/)

e e A el
is field identifies the datagram originating from t}}e source host. Wh;.‘;l e!d ata.%rarr_l is
,, fragrmented, the value in the identification field is copied into all fragments. The identification

number helps the destination in reassembling the fragments of the datag_ram-

“Thisisa three bit field. The 3 bits are as shown in figure 4.25

3 bit flag field

P This is called more oy
‘ZI / fragmentation bit +—— —— Bit 1 is reserved

—> This is do not fragment bit

Fig. 4.25 Flag bits

First bit reserved, and it should be 0. The second bit is called Do not Fragment bit. If this bit
is "I"' then machine should not fragment the dafagram. But if the value of this bit is 0 then the
machine should fragment the datagram if only if necessary. The third bit is called as "More

Fragment Bit". If it is T it means that the datagram is not the last fragment but if its value is 0 it
-~ . —

shows that this is the last or the only fragment.
= —— -
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h-agmentation Offset ,
 This is a 13 bit field which shows the relative positions of this fragmented WIt.h respect to
the whole datagram. It is the offset of the data in the original datagram measured in units of §

bytes. To understand this refer figure 4.26. This original 1P packet (datagram) contains 4000
bytes numbered from 0 to 3999. ]t is fragmented into three fragments.

— Offset =0/8 =0
0 1398

Big original packet

- Offset = 1400/8 = 175

{ ! 1400 2799
Byte 0 Byte
3999
— Offset = 2800/8 = 350
2800 L3999
Three fragments

Fig. 4.26 Example of fragmentation

The first fragment contains 1400 bytes numbered from 0 to 13
is 0/8 = 0. Similarly the offsets for the other two fragments are
respectively as shown in figure 4.27. The offset is measured
length of the offset field is 13 bits. Hence, the fra
number is divisible by 8.

99. The offset for this fragment
1400/8 =175 and 2800/8 =350
in unit of 8 bytes. Because the
gments should be of size such that first byte
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[V T ne

. is a #\bit log field which cont :
" % H 2 ntrols the maximum number of routers visited by the

datag[ am.
/

1 protocol
This field defines the higher-level protocol which uses the services of the IP layer. An IP
 jatagram can encapsulate? data from various higher level protocols such as TCP, DU P, ICMP
;nd IGMP. Thf: protocc.)l field specifies the final destination protocol to which the [P datagram
should be delivered. Since IP multiplexes and demultiplexes data from different higher level
Protocols, the value of protocol field helps in demultiplexing at the final destination.

¢, Header checks.um 16 L{U? B [A' e o~ Catcedyo U
A checksum in IP packet covers on the header only. Since some header fields change, this

field is recomj_)_tlt.ecd,aangi verified at each point that the Internet header is processed.

9, Source address %’ | I%'M ,;{gu,éo[ y
This field is used for defining the IP address of the source. > 2 &

10. Destination Address 2
This field is used for defining the IP address of the destination. =¥

.Options . Creha Jodar

Options are not required for every datagram. They are used for network testing and
d‘»‘bugging. IP provides several optional features, allowing a packet's sender to set requirements
onthe path it takes through the network (source routing), trace the route a packet takes (record

route), and label packets with security features.
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4,11.3.Services Provided

IP provides the following services:

Addressing

IP headers contain 32-bit addresses which ide

ntify the sending and receiving hosts. These
addresses are used by intermediate routers to sel

ect a path through the network for the packet.
Fragmentation

IP packets may be split, or fragmented, into smaller packets. This permits a large packet to
travel across a network which can only handle smaller packets. IP fragments and reassembles
packets transparently.

Packet time out

Each IP packet contains a Time to Live (TTL) field, wh.ich is decremented every tji;:
router handles the packet. If TTL reaches zero, the packet is discarded, preventing pa
from running in circles forever and flooding a network.
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